Ki0ep0e3neka Ta 3aXuUCT JaHUX

CraBuubkunu Ceprinn bopmncosny,
3aBigysay LleHTpy meaia Ta iHGopMaLiMHNX TEXHOOTIN,
BMKNa4au cekuii iHpopmauinHUX TEXHONOTIN B OCBITI

KBH3 «XapKiBCbKa akagemia HernepepBHOT OCBITU»



BITAEMO Ha 3aHATTI 3
Kibepbe3neku!

I1ig yac 3HalioMcTBa 3 MaTepiajlaMu BU
H13HAETECH:

* 1[0 TaKe MU(POBHI MPOCTIp 1 KibepOesIeka,
Kibeparaku 1 KI0epTepopu3M,;

* PO 0COOJMBOCTI peani3alii aTak 1 3aX0IH 3
OCJIa0JICHHS IXHbOTO AECTPYKTHUBHOIO
BILINBY;

* TPO 3arajibHi BAMOI'H JI0 KibepOe3nexku Ta
pi3HI ii TUIIH;

* PO KOMII IOTEPHI BIPYCH, 1X KJIacU(DIKAIIIO Ta
3aXUCT;

* MpaBuia K1I0€priri€Hu.



°03r1AHEMO neplLie
TUTAHHA:

LLlo TaKe KibepnpocTip i
KibepbesneKa?



/lloamM *KMBYTb Ta 4itoTb Y umudposomy npoctopi (LiM). Aitn
HapOAKYIOTbCA, 3pOCTa0Th, HABYAOTHLCA |
NpautoBaTUMYTb 3 ragXeTamu, Lo nia'eaHaHi 40 mepexK i
CTalOTb MPUPOAHUM CEPeAOBULLEM. [X KUTTA
3HaxoAMUTbCA Nig BNAMBOM i gieto LT 3i ctapumm Ta
HOBMMM Hebe3nekamu, 3a/1eXunTb BCe DiabLue Big
KOrHiTUBHUX pakTopiB (iHTepdelicy, BMiCTY, Mogenel
MOBeAiHKM) i MOKe XapaKTepu3yBaTUCA 3 MO3MULLN
6e3neku, ebeKTMBHOCTI Ta KOMPOPTHOCTI (30Kpema
340p0oB'sA), TO6TO 3HAXOAUTLCA B MO/ AiA/NBHOCTI
eproHOMICTIB.

[ig BNAMBOM HOBITHIX iIHPOpMALiMHUX TEXHOANOTIN
BigOyBatoTbCA Npouecn TpaHchopmaLii CycniZibHOro
PO3BUTKY HACTi/IbKK PyHAAMEHTaNbHI 1 r/106a/1bHi, WO,
KPiM MO3UTUBHOIO BMN/IMBY, 3aKOHOMIPHO HECYTb 3 COOO0H0
cepro3Hi npobaemu, 3arposu i pusnKu B pasi HeAOOLIHKM
HOBUX (GaKTOpIB i YyMOB.

AK Big3Havyanocb y maTtepianax MixkHapogHux PopymiB y
AaBoci (2018-2019 pp.), 0c06/1MBOI rOCTPOTU HabyBaE
npo6siema kibepbesneku (KB), AKa CTOCYETbCA NPAKTUYHO
BCiX cpep XUTTA Ta 4iA/IbHOCTI IO ANHMN.



- L [ToHATTA KibepnpocTopy

m AK BU3HayaeTbcA 3akoHoM “Ipo OCHOBHI 3acagu
3abe3neyeHHA Kibepbesneku YkpaiHu’,
«Kibepnpocmip - cepeagosuLLe (BipTya/ibHUIA
MpOCTip), AKE HAAAE MOMK/AUBOCTI A/1A 34iMCHEHHS
KOMYHiKaLi Ta/abo peanizauii cycninbHuX
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KibepnpocTip

KibepnpocCTip MOXHa po3rnagatun siK
Tpiaay, A0 AKOI BXOOATh:

1) iHgopmauisi y CBOEMY LIMPPOBOMY

2)

3)

npeacTaBlieHHI: cTaTU4Ha
(dbannun, 3anucadi Ha HocCil
iIHpopMaUil) Ta guHaMiYHa
(NakeTu, NOTOKU, KOMaHAW, 3annTu
TOLLO);

mexHi4YHa IHgpacmpykmypa: IKT,
nporpamHe 3abeaneyeHHd, 0a3u
ANaHUX Ta 6a3un 3HaHb;

IHopMmauiuHa 83aeMo0isi Cy0'exTiB
3 BUKOPUCTAHHSIM OTPUMaHOI
(nepenaHol) iHdopmauii Ta
00OpPOBOKKN Yepe3 TEXHIYHY
IHpPaCTPYKTYpY.



LindopoBun npocTip: AK TexHonorii
3MIHATb HaLWl CTUNDb XUTTH

MNMporHo3 #1: CycninbCcTBO BUCyBa€e BUMOrun oo
NPUCTPOIB, KOMMNaHii afanTyTbCA

PosymHa iHdpacTpyKkTypa MicTa, po3yMHUN BYOAUHOK,
LundopoBun pobovnin NpocCTip - Le Bce npuknagu
eKOCUCTEM, B AKUX FOAN | MPUCTPOI B3AEMOLIIOTb
OOWH 3 OOQHUM.

PosnisHaBaHHA rofiocy, ayTeHTUdikauia 3a 4ONOMOroro
doTo, BiAbMTKa NanbLs, NOCTIMHE NiAKMIOYEeHHA A0
MepeXi pa3oM 3 KaTeropieto cmapTt-gucnneis, Wo
PO3BUBAETLCSH, 3MIHATL HaLle YABNEHHS AK Mpo
B3aEMOAI0 3 TEXHIKOI, TakK i M cobolo.

3MIHUTBCA cUTYyaUis i Ha pobodyomy micu,.
BusHavanbHMM ¢pakTopom po3BUTKY TeXHoMorin byae
B3aemMoisi MOKOMIHHA MineHianis i NoCT-MineHianis, SKi
aKTMBHO BMKOPMCTOBYIOTb MSIaHLIETU, @ TaKOX
TEXHONOTrII JONOBHEHOI | BipTyarnbHOI peanbHOCTI.




LindopoBun npocTip: AK TexHonorii
3MIHATb HaLWl CTUNDb XUTTH

MNMporHo3 #2: TexHonorii y cepax, 3 AKUMU MU | g
B3aEMOAiIiEMO LLOAHSA = = :‘y ! g,
[ ES [ g

I[HTepHeT pquﬂ (loT), LUquHMVl_iHTeneKT (Al i : i ; N—:,x[w) wj i3
aonoBHeHa/BipTyanbHa peanbHicTb (AR/VR) - SeL’
TexHonoril, ki 6yayTb NOCTYNOBO BMNpoBamXyBaTUCA B
Pi3HOMaHITHI ccpepu XKNUTTSA: BUAPOOHULITBO, OCBITY,
piTenn, MeguuuHy.

B YkpalHi TexHonorii BipTyanbHOI peanbHOCTi aKTUBHO
BUKOPUCTOBYIOTLCS B OCBITI.

Ha nouatky 2019 poky Akagemia A TEK snpoBaauna
CUCTeEMY BipTyanbHOro HaB4aHHS CMiBPODITHUKIB.




LindopoBun npocTip: AK TexHonorii
3MIHATb Hall CTUMNDb XUTTHA

MNMporHo3 #3: TexHonorii AONOBHEHOI i BipTyarnbHOI
peanbHOCTI BigxoaaTb Bif pyHKUil po3Bar

[lornoBHeHa peanbHiCTb Byae akTUBHO
BUKOPUCTOBYBATUCA He TiflbKK 4N po3Bar, a n angd
HaBYaHHSA, B KOMEPUINHMX LiNdax i HaBiTb Y
BipTyasibHOMY TYpPU3Mi.

By Tinbku ysBiTb, WO 3aBOAKM TEXHOSOMAM
BipTyasribHOI peanbHOCTi, He BUXo4s4n 3 JOMY, BU
MOXETE He NMPOCTO N0BaynTN HE3BUYAWHI Micud Y
MICTi, @ 1 3a3UPHYTWN 3a NaLUTYHKU TeaTpy, Big4vyTu
cebe KOHCTPYKTOPOM fnereHaapHnX yKpaiHCbKNX
Benocuneais "EHen" abo aupurysatm OpKkecTpom.

Ha nouatky 2019 poky Akagemia A TEK snpoBaauna
CUCTEMY BIpTYyaribHOro HaB4aHHA CNiBPOBITHUKIB.



LindopoBun npocTip: AK TexHonorii
3MIHATb HaLWl CTUNDb XUTTH

lNMporHo3 #4: LUTYy4YHUN iHTEeNeKT 3MiHUTb YABNEHHS
npo undpoBy 6e3neKky

JMroacbknn paktop — Hancnablwa naHka B 6esnedi
iHpbopMaLii He Tinbkn B YKpaiHi, ane y BCbOMY CBITi.

CniBpOBITHMKN, SKI HE 3HAKOTb OCHOB UM POBOI Be3neku
abo He HagaloTb I BENMKOro 3HA4YEeHHS, MOXYTb
niggaBaT CBOK KOMNaHito Kibep3arposam.

CniBpobiTHMKIB NpUBabAOE MOXKANBICTb NPALLIOBATH
BiaAaneHo abo 3i cBoro npuctpoto B odici. beaymoBHo, Ue
3PYy4HO, ane B TOM CaMUIM Yac MOXKe HecTu PpiHaHCOBI Ta
penyTauinHi pU3MKM Ana KoOMnaHii.

Yepe3 HeAOCTAaTHbO 3aXULLLEEHUI AOCTYN A0 MepPeEXi NPUCTPIN
MOKe BYyTU 3aparKeHni Bipycamu, a Ba*KAMBI AaHi MOXYTb
nowkKkoanTnca abo byt BUKpaaeHMMM.

Tomy yCBiAOMANIOOUM BCIO CEPMO3HICTb NPobiemn, KomnaHii
BCe Ginblue yBarv NpUAINATb MOXKAMBOCTAM LUTYYHOTO
iHTeNekTy 3abe3neyvyBaTtu Kibepbesneky.




- L [ToHATTA Kibepbe3neKku

m 3aKoHOM YKpaiHu "lMpo OCHOBHi 3acaau
3abe3nevyeHHA Kibepbesneku YkpaiHu"
BM3HA4YarOTbCA OCHOBHI MOHATTA 3a3Ha4yeHol
npobaemHol ranysi. 3okpema, CTaTTA 1 3aKOHY
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[ToHATTA Kibepbe3nekn

BogHouac CTaTtTA 2 3aKOHY NOACHIOE: «1. Llet 3aKOH He
MOLUMPHOETLCA Ha: 1) BIAHOCMHU Ta NOC/YrH, MOB’A3aHi i3 3MiCTOM
iHpopMmalLi, o 0bpobsAeTbca (NepesaeTbes, 36epiraeTbca) B
KOMYHiKaLilMHMX Ta/abo B TEXHO/IOTMYHUX CUCTEMAX; ... 3)
couiaZibHi MepeXxi, NpMBATHI e/1eKTPOHHI iIHpOpMaLiHi pecypcu
B Mepexi [HTepHeT (BK/toYaroum 6s1or-naatpopmu,
BiZ4€OXOCTUHIY, iHLWIi BeO-pecypcn), AKLLO Taki iHPOpMaLLiliHi
pecypcu He MiCTATb iHpopmaL,ito, HeobXigHICTb 3aXMCTy AKOI
BCTAHOB/IEHA 3aKOHOM, BigHOCMHM Ta NOC/AYrU, NOB’A3aHiI 3
GYHKLIOHYBaHHAM TaKMX MepeXx i pecypcis; ... ».

|[HaKLLe KaxKy4u, YMHHUIM 3aKOH He nepeagbayae byab-Aaki aii 3
6e3neKkn CTOCOBHO NHOANHM, AKA HE BXOAUTb A0 KPUTUYHOI
iHpOpMaLiMHOI iIHGPaCTPYKTYpU AEPKaBK, a H0ACbKUN
CK/IAAHUK iHTE/IeKTYa/IbHOro Kanitany (AKui HabyBae
3pOCTAHOro 3Ha4YeHHs B YCbOMY CBIiTi) He BXOAUTb 40
KPUTUYHOrO pecypcy YKpaiHu. | ue B TOM Yac, KO/ B YCbOMY
CBIiTi OCHOBHa 6b0opoTbba Mae 3a 0ACHKI Ta IHTe/IeKTYa/IbHi
pecypcu, TOOTO 3a TMX, XTO B¥e 3aBTpa byae 3abe3nevyBatu
KOHKYPEHTOCMPOMOKHICTb KpaiHMu.



I3 oxonsneHHAM iHbOopMaTM3aLiED BCiX chep KUTTA
NIOANHU 3HAYEHHSA Kibepbe3nekn BUNLLINO Ha PiBEHb
KOMMNETEHTHOCTI 3 NUTaHb 6e3neKn XUTTEAQIANbHOCTI
NIOAWHW | HaBiTb NepeBMLNAO NOTO.

3a paHmmm 2017 Norton Cyber Security Insights
Report, 978 mnH. rpomagaH KpaiH G-20 y 2017 p.
CTaNN XepTBaMM Kibep3/I04UMHHOCTI. 3 MeToto
3anobiraHHA LboOMy ABULLY NPUNMAIOTLCA
HaLIOHaNbHI Ta perioHanbHi NpPorpamm, CTBOPHOIOTLCA
MiXXHAPOAHI LEHTPU, NPUMMAOTLCA NPOrpamu
CMNiNbHOT A1, 3aTBEPAXKYIOTbCA CTaHAAPTW.

3a ouiHKamu cBiToBux ekcnepTie y 2016 p., CBITOBI
BUTPATK Ha Kibepbe3neKy nepesuuwyBann 70 mapa.
pon. CLA Ha piK i3 WwWopiyHMM 3pocTaHHAM Ha 10-
15%. 30Kpema, 3a gaHnmm ekcneprtis Gartner, Inc.
3POCTaHHA Takmx BUTPaTy 2018 p. ovikyBanuca B
po3mipi go 93 mnpa. gon. CLUA.



[MporpaMHNUMMN AOKYMEHTAMM
OOH Bu3Havanoca, Wo
noTpibHa rnobanbHa KynbTypa
Kibepbesneku, AKa byae
BMMaAraTu Big, yCiX y4aCHMUKIB
BPaxyBaHHSA HAaCTYMHUX
neB'ATM B3aEMOAOMNOBHIOOYUX
e/IeMEeHTIB:




BignoBigHO, rONOBHMMMU HanpaAMamMu PO3POOKM NUTaHDb 3
Kibepbe3nekn BBarkanucsa iHpopmauinHa 6esnexka, 6esneka
mepexXi, 6e3neKa IHTepHeTy Ta 3aXUCT KPUTUUHUX
IHPPACTPYKTYP, a TAKOK 3aXUCT AaHUNX Pi3HOI npupoaun, Lo
Binbmnoca B 3akoHi YKpaiHn "[1po OCHOBHi 3acaau
3abe3neyeHHs Kibepbe3snekn Ykpainn" 2017 p.

AK HacnipoK, CTPIMKO 3pocaa NiarotoBka ¢paxiBLLiB 3
Kibepbe3nekun, ockinbKu ix aediunt y csiTi Ao 2021 p.
OLiHIOBaBCA B 1.5 M/1H. NpaLUiBHUKIB.



3a 5 pokiB nicna npunHATTA ctaHaapTy ISO novano cyTTeEBO
3MiHIOBATMCb BayeHHA Nnpobiemu Kibepbe3nekun, oCKinbKu
NtoanHa aepani 6inbwe nepecrae 6ytu aniie cyb’ektom
Kibep3n104mHiB, NepeTBoOprOOYMNCb Ha 06’EKT cama no cobi, a He
TINbKW 1T IHAHCOBI Ta EKOHOMIYHI IHTEPECU Ta MOXKANBOCTI. TaK,
33 AaHnMmu aHaniTudHol KomnaHiil RAND Corporation, cTpyKTypa
Kibep-pn3nKiB 3MiHMNACA B OCTAaHHI POKU. Yce Binblue aHaniTUKIB
3BEepPTalOTb yBary Ha Te, WO OCHOBHI NPUYNHU IHUUAEHTIB B
IHTEPHEeT-pecypcax NoB’A3aHi 3 Ai€Et0 NHOACBKOro YMHHUKA,
MacoBMM 371amom |loT-npucTpoiB Ta XmapHMX cepsicis. Ocobameso
uA Npobnema 3aroCTPOETLCA 3 MOCUNEHHAM LLMPPOBOro
'YMaHICTUYHOIO XapaKTepy OCBITU, 3POCTaHHAM PO/l couiasiIbHUX
MepeX Yy XUTTI TI0AUHN B LLITOMY Ta OCBITI 30Kpema, a TaKoX

PO3YMIHHAM NtOACTBA HEODXIAHOCTI Nnepexoay A0 OCBITU NPOTArOM
KUTTA



Po3rnaHemo apyre
NMUTAHHA:

TeopeTUKo-meToa0NOrYHI
NUTaHHA Kibepbe3nekn



IHPpOpPMaLiMHO-KOMYHiKaLLiMHi 3acobu
AK PYHAAMEHT BUHUKHEHHA

npobaemaTunku Kibepbesneku // / // »

CyyacHe XuTTa Bce binblue i binblue FJE e —

OyayeTbcA HaBKONO LMPPOBMX MEpPEXK, a ?

coLjianbHi Meaia CTaloTb HOBUM IHTepcpenc |’ |

couianbHUM cepefosuiLem. BTpyyaHHA B - !
l

Li MeperKi CTBOPIOE peasibHy 3arposy ‘ a
6e3neu,i B raay3i OCBiTM Ta KpaiHU B LiaioMy. »—ng
CKNaAHUKN (UMHHUKK) mepexi y Byson =X

CNpPOoLLEeHOMY BUTNAAI MOXKHA NpeacTaBUTU PR %
AK (puc.1). i ]

Mepexa

) —

Y AKOCTI By3/1a MOXKYTb BUCTYNATU «areHTn» X Y /|
MepeXi - ntogm (CTBoOproBayi pecypcy Ta |
MOro KOHTEHTY, aAMIHICTpaToOpu pecypcy, ! S
NOCTiNHI abo BMNaAKoBi KOPUCTYBaui),
TEeXHIYHI (TepMiHanbHi cTaHU,i, ‘
Komn’'toTepn, NPUEAHaHI A0 MepeKi
ragrKeTm, KoMyHikatopu) Ta iHpopmaLiHi

(6asn panmx, 6asu 3HaHb, Kepytodi cuctemm Puc. 1. @pazmerm mepexci ma it CKIAOHUKU (YUHHUKU)
TOLLLO) 3acobwu.

3B’'A3KN



Yci areHTU B 3a71€KHOCTI BiA IX NPUpoAnN MatoTb
NPUTAaMaHHUIN iM iHTepdenc i BUAK 3B’A3KY 3 iHLWLINMMU
areHTamu.

OfHaK CAif 3ayBakKUTW, WO OAHOYACHO 3 PO3BUTKOM
TEXHONOTiIN NObyaoBU MEPEXK, iX YCKNAAHEHHAM,
BMKOPMUCTAaHHAM LUTYYHOTO iHTE/IEKTY, MOABO XMAPHMUX i
TYMaHHUX TEXHONOTIN, 3POCTaHHAM MOTYXKHOCTI 6a3 AaHUX
(6[1) i 6a3 3HaHb (B3) meperka nepectana 6yTM NpPoCTO
nocepeaHMKOM MiX KopucTyBayamu (3acobom
KOMYHiKaLiii).

OcKinbKu iHpopmauia B robanbHi mepexi icHye no3a
OKpeCcNneHUM NPOCTOPOM i HaCOM, CamMa MepeXKa CTaE
aKTUBHUM areHToOM BMN/INBY Ha /It0AMHY, 3bepiratoun,
Hacamnepen, 3aranbHOAOCTYMHUMMW BEINKI 06CcATn AaHUX.
Byab-aKMin KOPUCTYBAY MOXKE YBINTN B MepeXy (neraabHo
abo HeneranbHO) Ta oTPUMATM AOCTYN A0 HEOOXiAHMX
BY3/1iB (Npu BUKOPUCTAHHI XMapPHUX 3aCOOiB KOHKPETHI
BY3/11 3BUM4AMHOMY KOPUCTYBAYy MOXKYTb byTuH
HEBIAOMMMM), 3MIHIOIOYM TAKOXK iX KOHTEHT (Hanpuknaa,
Wiki-06’€KT) 3a 403BONEHUMU NPABUNAMM.



MpoTte iHbopmauia y b Ta b3 3a
A03BOJIEHMMU NPABUIAMUN MOrKe ByTH
3MiHeHa abo BHeceHa 3 MeToto
CNOTBOPEHHA YABNEHHA KOPUCTYBAYiB LWOAO0
AAHUX, AKi BOHWU LUYKAKOTb.

[MeBHI KOPUCTYBaAYi MatOTb 3MOry
BMKOPMCTOBYBATU LLe ANA BNAMBY Ha
LUMPOKY abo LiNboBY ayamTopito,
«CNOTBOPHOOYMY» NOTPIOHI BY3/1M (TEXHIYHOIT
abo iHpopmauinHOi Nnpmupoau) un
BMIMBAOYM HA HUX 3acobamu couianibHOI
iHXXeHepii (AKWo By30a — ue NoguHa).

OCKiNlbKM MepeXKa € CUCTEMOIO 3B’A3aHUX
BY3NiB, TO NMOLUKOAXKEHMNM
(«cnoTBOpPEHM») BY30/71 MOXKE BMJINHYTU
B*Ke cam no cobi Ha BTOPUHHI By31n. OKpim
TOro, cnoTBopeHa iHbopmMaLis NOYNHAE
ICHYBaTM B MepeXi HaBiTb HE3a/1eXKHO Bif,
NoanHKU («arpecopa»), AKa ii BBena (puc.2).

|

|
> sodel
'

~

’
PSSy
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Puc. 2. IIpuxnao akmuerozo gpazmeHmy mepesxci ma 308HiuiHix Kopucniveadie (3eieHuil —
3QUYALIHUL, YePeOHUll — «azpecop » ).



Y Takui cnocib mepexka HabyBsae puc
CaMOCTIMHOro CKNagHUKa (YMHHMKA), Wo
BM/INBAE Ha ii BNACTUBOCTI, PYHKLLIOHYBaHHSA
Ta KOPUCTYBauiB, @ TAKOXK CUCTEMY
«NnoanHa-TexHika-cepeaosuue» (CNTC) B
Liziomy.

YCi yoTUpK NapameTpu Ail meperki MatoTb
NeBHI CNiNIbHI KPUTUYHI BNACTUBOCTI 3 TOYKMU
30pYy AIEBOCTI Ta BNAMBY HAa KOPUCTyBaYa —
IHILiaTUBHICTb, €EeKTUBHICTb, CTIMKICTb,
FHYYKICTb i NPOAYKTMBHICTb (Tabn.l).

IX NpOAB LLOAO KOXHOIO YUHHMKA MOKE
6yTN OXapaKTepmn3oBaHMN NEBHUMMU
NOKa3HUKaMU, XapaKTeEPHUMU ANA
BiANOBIAHOro NapameTpy, a CYKYMNHICTb
NOKa3HWKIB J03BONAE OLLIHUTU 3ara/ibHUMN
BNJIMB YNHHUKA Ha mepexy Ak C/ITC.

CrIaJHHEKH Mepexi Ta iX BJIACTHBOCTI

Tabauya 1

BaactaBocTi Bysoa InTepdeiic 3B’A30K Mepexa
.. VepigoMieHHs |[HopMarid moao : .
ImimiaTaBa . bop MapmpyTHzanisg | 3HaUCHHA/METa
1H(popMaii CHTYaLll
EdexTuBricTh | [IpoIyKTHBHICTE HO3e611HTI BTpaueHi nakeTH | SIKICTB CEpBICY
_ BiamoeBias Ha : : . o .
CrifiKicTh cTpec IIocTiIOBHICTE HaniiiHicTs KHTTE3MaTHICTE
. 31aTHICTE 10 Pexumu : :
I'myukicTs . L Pe3epByBaHHA PexoHQirypanis
) amanTamii Ta 3MiH| BIIOOpaKEeHHA g
. . [TepemkomocTiii- ITpomyckHa UTBHICTB/
IIpoayKTHBHICTB| 3aBAHTAKEHICTE PeIRoa oLy 1T .
. KICTh 3ATHICTD CKIaIHICTB




3arposu 3 6oky KibepnpocTtopy

CnekTp Hebe3neK BiA, BiAKPUTOro
KibepnpocTopy NOCTINHO PO3LLNPIOETHCS.
AKWoO aecATb pokiB ToMy Hebe3neku ana
YYHIB LWIKiN MOXHa byno 3Bectn Ao
BiAHOCHO HEBENUKOI KiJIbKOCTI rpyn —
8ipyCHi amaKu, Kibep3/104uHHICMs,
Hebe3nekn iHmepHem-cepgiHey, —TO Ha
Yyaci po3maiTTa Hebe3nekK i 3arpo3 3pocTae
MNOCTIMHO, 3a4inaro4uu BCi MOXKAUBI Aji
NIOANHN B mepeXKi. Hanbinbwy 3arposy
MaITb NPUXOBaHI aKTUBHI Hebe3nekKu.




MepeHi 3arposu

AKTUBHE BUKOPUCTAHHA MepeX,
0cobnMBO AiTbMM Ta MONOAALO,
CYNPOBOAKYETLCA 30i/IbLLIEHHAM
PiI3HUX BUAIB 3arpo3, Wo HaaXoaAATb 3
mepexi. 0cobaneo rocTpo ua
npobaema BUHUKAE Npu po3pobui Ta
BUKOPUCTAHHI COLLIa/IbHUX MepeXK.
Hanbinblw akTUBHI NpMX0OBaHi 3arpo3u
(ona piten), wo noxoaAThb 3
KOMMN'tOTEPHOI MepeXi, MOXYTb byTH
npeacTaBaeHi HAaCTYMHO
Knacuoikauieto:

MepeXHi 3arposu

BIDYCHI aTaku,

KIDEP3NOYMHHICTb (CMAMepPCTBO, KapAIHT, (ILLIKHT,
DOTHETU TOLLO),

3arpo3u Bif MepexeBoro cepiHry (kibep-oyniHr,
"00POCNNN" KOHTEHT, HE3AKOHHMI BMICT,
HaCUNbCTBO B PEXUMI OHMAaWH, PO3rofioLLEeHHS
npuBaTHOI IHPOPMALil, NaTHI NOCYrK TOLLO).




Tunwn 3arpos

3arposm, Wo HaaxoAaAaTb 3 meper, MOXXHa

PO34IINTU HA HACTYNHI TUNW:

® AKTUBHI Ta NACUBHI
® BIAKPUTI Ta NPUXOBaHI
® NOTOYHI Ta BiAKNAAEHI




3acobu Kibepbesneku

Y 3anexKHocTi Bia 3acobiB aii, npobaemu (i
BiANoOBiAHI 3acobun) Kibepbesnekn moxKHa
KNnacn@ikyBaTu 3a TakMmm rpynamm (abo piBHAMMU):

® MNPaBOBI

® TEXHIYHI

® iHPOpPMaLiNHI
® OpraHi3aLinHi
® MNCUXONOTIYHI




Y 3aneXHocrTi Bifg 3acobis aii, npobnemu (i

BiANoBiAHI 3acobun) Kibepbesnekn morxKHa
KnacudikyBaTu 3a Takumu rpynamu (abo piBHAMMKM):

3acobu kibepbesnekn |

® TeXHIYHI

* iHbopmalLliiHi
® opraHisauinHi
® NCUXOAOrIYHI

[lpasosumu ma mexHiYyHUMU NUTAaHHAMMK Kibepbe3neku
ONiKYOTbCA cneLiani3oBaHi ¢paxiBLi Ta OpraHisauii, TOMy BOHU He
PO3rNAAATLCA HA UbOMY 3aHATTI.



Y 3aneXHocrTi Bifg 3acobis aii, npobnemu (i

BiANoBiAHI 3acobun) Kibepbesnekn morxKHa
KnacudikyBaTu 3a Takumu rpynamu (abo piBHAMMKM):

3acobu kibepbesnekn |

® TeXHIYHI

* iHbopmalLliiHi
® opraHisauinHi
® NCUXONONIYHI

IHpopmauyiliHi 3acObU MOXYTb BYTN KnacndikoBaHi
3aneXxHo Bi4 3aBAaHb, WO BUPILWYOTLCA KOpUCTyBavYaMu:
— 3axucT/3acobu 3axucry,

— IHpOpMYyBaHH4,

— 3MICT,

— HaBYNTUCHA BUKOPUCTOBYBATMH,

— be3neka,

— XUTTECTIUKICTb,

— YHUKHEHHSA 3arpoas.



BiANoBiAHI 3acobun) Kibepbesnekn morxKHa
KnacudikyBaTu 3a Takumu rpynamu (abo piBHAMMKM):

3acobu kibepbesnekn |

® TeXHIYHI
* iHbopmalLliiHi

® opraHisauinHi
® [ICMXONOriYHi

Moxxnuemumu Linamm snnuey Kidbepbesnekn (Kpim 00'ekTiB
KPUTUYHOI IHPPACTPYKTYPU) MOXYTb BYTN:

— 6a3n gaHux,

— nepcoHanbHI aaHi, cepen akmx doiHaHCOBI,

— 3acobun macoBol iHdopMallil,

— coulanbHI MepexXi,

— OCBITa Ta npodecinHa NiarotoBka,

— NMIAPYYHUKK, iIcTopiorpadpivyHi BUOAHHS.



BiANoBiAHI 3acobun) Kibepbesnekn morxKHa
KnacudikyBaTu 3a Takumu rpynamu (abo piBHAMMKM):

3acobu kibepbesnekn |

® TexHiYyHi

* iHbopmalLliiHi
® opraHisauinHi
® NCUXONONIYHI

OpzaHizayiliHi 3acobu BMPILLEHHSA NUTaHb Kibepbe3neku:
— IHpOpMYyBaHH4,

— HaBYaHHA KyNbTYpi Kibepbesnekn, npodecinHmnx
npauiBHUKIB 3 Kibepbe3rneku | HaceneHHs B LISIOMY,

— CTBOPEHHS cneuianbHux 3acobiB Kibepbesneku,

— PO3MNOBCHIXKEHHS 3acobiB Kibepbesneku,

— KOHTPOJS1b BUKOPUCTAHHSI.



Y 3aneXHocrTi Bifg 3acobis aii, npobnemu (i
BiANoBiAHI 3acobun) Kibepbesnekn morxKHa

KnacudikyBaTu 3a Takumu rpynamu (abo piBHAMMKM):

3acobu kibepbesnekn |

® TeXHIYHI

* iHbopmalLliiHi
® opraHisauinHi
® NCUXONONIYHI

[TcuxonoziyHi 3aCODOM MOXHa 3rpynyBaTu B 3aneXXHOCTI Bi
OCODUCTICHOro Ta MiXKOCOBUCTICHOIO PiBHS:

— HauloHarnbHUWN,

— CyCniNbHUN,

— rpynoBun,

— IHOMBIQYaNbHUN,

— KYNbTYPHUN,

— KOMHITUBHUMN,

— IHTeneKkTyanbHUN Ta 3BUYKN.



3acobu Kibepbesnekn

Xo4a TEXHOJSIOrYHI pilleHHS po3pobnAaTLCS Y Bignosiab Ha Kibepartaku,
3pocTae NoiHOPMOBAHICTb NPO Te, WO POSib NOACLKOI AiANbHOCTI Ta
NPUNHATTA pilleHb Y ranyasi Kibepbesnekn mae BupillanbHe 3Ha4YEHHSA Ans
NigBULLIEHHSA e(PEKTUBHOCTI BiANOBIAeN Ha BUHMKatoYI 3arpo3n. Ocobnueo ue
BaXJTMBO 3 TOYKU 30pYy MambyTHLOI pobOoY0I CUMNKU, OCKINTbKM MOSOAb €
0CO6MMBO YYTNMBOK 00 30BHILLUHLOMO BMNMBY | € HAMBINbL aKTUBHOIO
YaCTUHOI "MepeXeBOro HaceneHHsa".

JTroaCbKUin YNHHUK MOXe BYTU CUCTEMHOIO CnabLuUoto NaHKow, arie BogHodac
TaKoX MOXXe OyTU NOTYXXHUM PECYPCOM AS19 BUSIBNIEHHA TA NOM'SIKLLIEHHS
3arpoas, Wwo BuHuKatoTb. Kinbka obnacten HanbinbLll KPUTUYHUX | HEBIOKNAOAHNX
noTpeb Ta nporanunH 3HaHb, Lo PO3rnaaatoTbCs B nporpamMax Kidoep-
gocnigpkeHb kpalH HATO Ta iHWMX KpailH, MOXHa BU3Ha4YUTU SK TaKi:
ncuxocouianbHi, KyNbTYpPHI, KOHUEeNTyanbHi Ta opraHisauinHi acnekTu



CoulasibHa IH}XeHepIAa Ta SMilLeHHs Linei
Ki6€p6e3l‘leKa Kibep3n0YMHHOCTI 3

mexHiYHux (iHbopmaLuinHmX)
06'eKTIB Ha s1HOOCbKY /IAHKY
CNPUYNHMNO NOABY
COUIANbHOI iHXXeHepil Ak
MEeTOA,iB | TEXHOOrIN

OTPUMAHHA HEObXiaHOro
A0CTyny Ao iHpopmau,ii,
3aCHOBAHMX Ha 0COBAMBOCTAX
NCUXONOTIi Ntoaen, 30Kpema -
MaHInynAauia NtoACbKUMU
CTpaxamu, 3aLliKaBNeHICTHO
abo gosipoto.




OCHOBHI TUMKX coulanbHOI
IHXXEeHepIl

[MpeTeKCTiHr

TpOAHCbKNM
KiHb

L OpOXKHE
A61yKO

3BOpPOTHA
o INEN:E]
IHXXeHepiA

Qui pro quo
(nocnyra 3a
nocnyry)

BanTUHr

LAPYXHI nnCTU

KoOHTaKTUn




MpeTeKcTiHr — Le Habip Aaiwn,

OCHOBHI TUNW COLLIA/bHOI B ANPALIOBAHIX 33 HEBHUM.

. 3a3aaneriab CKNaaeHum
|H}KeHep” CUEeHapIEM, Y pe3ynbTaTi AKOro
KepTBa MOXXe BnaaTh byab-aKy
iHpopmaL,ito abo BUMHUTM NEBHY
Aito. 1na BUKOPUCTAHHA LIET
TEXHIKM 3/IOBMUCHUK CNOYATKY
36MpaE NeBHi AaHi NPO KepTBy
(im'a, micue HaBYaHHA Ta
NPOXKMBAHHA; AaTy
HapOAKeHHA; AaHi Npo 6baTbKiB).
3/10BMUCHUK CMOYaTKy
BUKOPUCTOBYE peasibHi 3annUTu 3
IMEHaMM WoA0 OTOYEHHS
epTBKn, a nicna Toro, AK ysinae 8
AOBipY, OTPMMYE HeobxiaHy
nomy iHdopmauito abo gaiji.




OCHOBHI TUMK coLlanbHOI
IHXXeHepll

QDilWKMHr — TexHiKa iIHTepHeT-
LLaXpPanCcTBa, CNPAMOBAHaA Ha
OTPMMaHHA KOHPiAEHUiINHOI
IHPpOpPMaLLT KOpUCTYyBadiB
aBTOPM3aLIMHMUX AaHUX Pi3HUX
cnctem. OCHOBHUM BUAOM
dILLMHIOBUX aTakK €
niapobaeHnUn nucr,
BiANPaBAEHUN KepTB.i
eNEeKTPOHHOIO NOLUTO, AKNN
BUMNAAAE AK OPiLLiMHUA. Y
JINCTI MicTUTbCA dopma Ans
BBeAEHHA NepCOHaNbHUX
AaHux (NiH-KoAiB, noriHa i
naponsa Towo) abo nocmnaHHA
Ha web-CTOpiHKyY, ae
PO3TALLOBYETHCA TaKa popma.




OCHOBH

IH¥KEeHe

| TUNW COLLIa/IbHOI

oll]

TPOAHCbKUM KiHb — LIe TEXHiKa
FPYHTYETLCA HA L,IKABOCTI,
cTpaxy abo iHWnxX emoLiax
KOPUCTYBaYiB. 310BMUCHUK
BIANPAB/IAE INCT XKEPTBI 33
A0MNOMOroH0 e/IeKTPOHHOI
NOWTKN, AK A0AATOK, A0 AKOro
3HAaXO0AUTbCA «OHOBAEHHA»
aHTUBIPYCY, K4 A0
rpoLwoBoro surpawy abo
KOMMNPOMaT Ha cniBpobiTHMKa.
Hacnpasai X y BKNageHHi
3HaXoAUTbCA WKIiANNBA
nporpama, AKa nicnaa 1oro, AK
KOPMUCTYBAY 3aNyCTUTb Il Ha
CBOEMY KOMN'toTepi, byae
BUKOPMCTOBYBATUCA ANA 36opy
abo 3miHn iHbopmauii
3/I0BMUCHUKOM.




Qui pro quo (nocnyra 3a nocayry)

OCHOBHI TUNW COLLIANBHOI — LA TexHiKa nepeaGatac

. 3BEPHEHHA 310BMMUCHUKA A0

IH)-I-(EHepll KOPUCTYBaya Mo eNeKTPOHHIN
nowTi abo KopnopaTMBHOMY
TenedoHy. 310BMUCHUK MOXKe
npeacTaBUTUCA, Hanpuknaa,
CNiBPOBITHMKOM TEXHIYHOI
NiATPMMKN Ta iHPOpPMYyBaATH NPO
BUHUKHEHHA TEXHIYHUX Npobnem
Ha pobovyomy micu,i Ta
HEeOOXiAHICTb iX YCYHEeHHA. Y
npoueci «BUpPiWeHHA» TaKol
npobnemu, 310BMUCHUK
NiALWTOBXYE }KepTBY Ha BUNHEHHA
AiN, WO A03BONIAKOTb aTaKytoyomy
BUKOHATM NeBHi KOMaHAM abo
BCTAaHOBUTM HeobxigHe nporpamHe
3abe3neyeHHA Ha Komn'toTepi
XKepTBM.




[ opOoXKHE ABNAYKO — LeW

OCHOBHI TUNW COLLIA/IbHOI METOA € afanTaLLio
iHH(EHepiOI. TPOAHCbLKOIO KOHA |

NOJIATAE Y BUKOPUCTAHHI
di3nyHmMx Hociis (CD,
dneLw-Hakonnyysaudis).
310BMUCHUK 3a3BUYaAU
NiAKNOAE TAKUN HOCIN Y
3ara/1IbHOAOCTYMHMX
micuax. [na toro, wob
BUHUK IHTEpec A0 AaHOrOo
HOCIA, 3T0OBMUCHUK MOXe
HAaHeCTU Ha HOCIN NoroTun
BIAOMOI NonynApHOI
KOMMaHII.




OCHOBHI TUMK coLlanbHOI .
BbauUTUHr — meToa,

IHARERHEPII CXOXMI Ha nonepeaHin, a
TAKOX QILLUUNHT |
TPOAHCbKUW KiHb, NpOTE
BIAPI3HAETLCA TUM, LLO
banTep moxe

3anNpoOnoHyBaTU
KOPUCTYBa4eBI peasibHy
H6e3KoLWTOBHY NOCAYrY
(My3UMKY, Ginbm TOLLO) B
0bMiH Ha KOHQIAEHLUINHY
(npuBaTHY) iHPpOopMaLito.




OCHOBE

IH¥EeHe

| TUNW COLLIaNIbHOI

oll]

3BOPOTHSA couiasibHa
IHXXeHepia — AaHWN BN, aTaku
CNPAMOBAHMN Ha CTBOPEHHA
TaKoIi CUTYaUii, Npu AKiNn
KepTBa 3MyLleHa byae cama
3BEPHYTUCA A0 3/I0BMUCHUKA
3a «gonomororo». Hanpuknaga,
CTBOPUTU ODOPOTHI HENONAAKMU
B raXKeTi }KepTsBu 3
nonepeaHim iHGopMyBaHHAM
LoA0 cayKbou “niatpnmrn”.
KopucTtyBay y Takomy BUNaAaKy
3aTenedoHye abo 3B'aKeTbCA
MO eNeKTPOHHIN NowTi 3i
3/1IO0BMUCHUKOM CaM, | B
npoueci «BMNPaABAEHHA»
npobaemm 310BMUCHUK 3MOXKe
OTPMMaTU HEObXiaHI Nomy
NaHi.




OCHOBF

| TUNW COLLIANbHOI

IH¥KEeHe

oll]

OpYKHI nMcTnm —
HaACUNAHHA
e/1IeKTPOHHUX JINCTIB,
YV AKX 0Coby
NOBIAOMAAIOTb MPO
OTPUMAHHA
cnaglwmHun, npusis,
H6OHYCIB 4K
APYXHbOIo nepekKasy
rpoLUen.




OCHOBHI TUNW COLLIA/NbHOI : .
: BiLLMHr — ronocoBsa BepciA
IHAREREPII ¢iwiHry. Ak npasuno, Aii

noB'A3aHi 3 TenePpoHHUM
LUIaXPaNCTBOM, METOHO
AKOTrO € OTPUMAHHHA
PEKBI3UTIB OAHKIBCbKMX

KapToK abo byab-aKoi
IHWOI KOHPIAEHUINHOT
iHpopMaUii abo 3myLLEeHHSA
KepTBU nepesBecTn rpoLli
Ha BAaHKIBCbKMMN paXyHOK
310BMUCHMUKaA.




OCHOBHI TUMK coLlanbHOI
IHXXeHepll

KOHTaKTU — pO3CUNaHHA
cnamy Big, iMeHi 3HaNOMMUX.
Tob6710, 3aB0O/10AIBLLN YMIMOCH
aKayHTOM, 4K TO B COLLiaNIbHIN
MepPEXKi, YN B €/IEKTPOHHIN
NOLWTI, 3/TOBMUCHUKN MOXKYTb
cnpobyBaT HaACUNATU Bif,
MOro iMeHi MoOCMNAHHA.
[lcnxonoriyHa aia, wo
nobyaoBaHa Ha CXMAbHOCTI
NIOANHN O0BIPATU CBOIM
3HAMOMMUM | HE Ay»Ke BaraTucs,
KON OTPUMYIOTb Bid HUX
NPONoO3nLito BIAKPUTH
NOCUNAHHA.




3 ornAaay Ha NOJIOXKEeHHA 3aKOHY
YKpaiHu “lNpo oCHOBHI 3acaau
3abe3neyeHHA Kibepbesnekun
YKpaiHn” cpepa ocBiTH He
BXOAUTb A0 KPUTUYHUX rasly3eun,
Ha 3aXUCT AKUX HaLLIIEHUN Luen
3aKOH. [lpoTe cborogHILWHI y4Hi Ta
CTYAEHTU B KOPOTKUN TEPMIH
MOXYTb NpaLOBaTU B TUX
rany3sax. Tomy BOHU BXKe CbOrogHi
noTpebytoTb 3aXUCTY Ta
BIANOBIAHOI NIAFOTOBKM, @ TAKOX
PO3YMIHHA 3araibHUX MOXXINBUX
LiNIbOBUX rpyn Kibepbesneku.
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